[oKkyMeHT onucbiBaeT peLleHneM npobnem cBA3aHHbIX C OTNPAaBKON CTaTUCTMYECKON oT4eTHOCTM B PoccTar ¢
npumeHeHvem OrT.

Bo3Mo:xkHbIe 0IINOKH BO BpeM4 3arpy3Ku U padoThl anivieTa NoANucu
1. Tlocne HEKOTOPOTO OKUIIAHUS TOSABIISIETCS COOOMIEHNE “ATITIIIET AJIs BHIOJTHEHUS TIOAMKUCH HE

3arpyKeH”:

& WEB-Konconnaaums x | -* ¥npasneHne JonoaHEHNAMA x [: Hoeas exnagka 3 | + ‘

. T6.report.krista.ru/application/# c Ev Ge

aJava(TM) Platform SE 7 Us oTkntougn.
¥npasneHne NNarnHamm..,

ANNNeT ANA BLINONHEHUA NOOMNCK He 3arpyseH!

Bapuants! pemienus (nms FireFox): B Opay3epe HeoOX0auMO 3aiiTH B TyHKT MeHIO “‘JlomomHeHus -
>"TInaruner”’. Yoenuthes uto yctanosieH iarud Java(TM) Platform SE sxemarensno 7 Bepcun
(ocTanbpHbIE 3HAYEHMSI BEPCUU HE BaXKHBI). Y O€IUTHCS YTO IJIArMH BKIIIOUEH (MMEET 3HAUCHUS
“Huxorna He BrIKJIOUaTh Wi “Beerna Bkioyarsp”).

‘ #% WEB-Kowconnaauna < | *® ¥npasneHne JoNOAHEHMAMM x | + T E|

| 3 - Mouck cpedu dononrexut P

[IpoBepwTL aKTYaNLHOCTL BEPCHIl YETAHOBNEHHBIX ¥ B3C NIBTMHOB
A\ Java Deployment Toolkit 7.0.400.43 acnaerca Byaure ocTop NPy 1o Ko Moapobnan nihopma s
i HOJI)"—IVITI: AOMNOAHEeHWA .
a Java Deployment Toolkit 7.0.400.43 10.40.2.43
MNPRuntime Script Plug-in Library for Java(TM) Deploy [loapobree
Paciwmpenus
| i MRUMEMSET V40 1040243
;{:‘ BHewHwii sua Mext Generation Java Plug-in 10.40.2 for Mozilla browsers [loapoGree

' [naruHel

Ecnu nmarus oTcyTCTBYET, HEOOXOIMMO 3aHOBO MEPEyCTaHOBUTH Java (cM. pasnen 6. Hacrpoiika IIK
"Web-koHconuaanus' unctpykiuu no Hactpoiike JLII). Ecau B crincke nporpaMm mpUCyTCTBYeET
Java crapoii Bepcun (Harpumep 6), e€ ciieyeT yaaIuTh U YCTAaHOBUTH Java 7. Tak Kak MmociaeaHue
BepcHU Opay3epoB He TOJIEPKUBAIOT yCTapeBIIUe Bepcuu Java.

HpuMewHue. Bpas’ﬂuquzx OnepayuoHriblx cucmemax u 6epcusix 6pay3€p06 naacun mMoscem oOvimo
OMKIIIOY€H NO YMOJIYAHUIO. Hnoeoa p}ZOOM co cmpoxoﬁ 66004 adpeca 8 NOABJIAENCA MAJ103AMEMHOE



npeoynpesicoeHue 8 8uoe HeOONbUOU UKOHKU UL KHONKU “‘6KIoYuUms " umobbl NO3601UMb
3anycmumscs anniemy.

2. Anmuer noJnucy HAYMHAET 3arpy3Ky, HO HE pearupyeT Ha JalbHeWIue AeHCTBUSL.

2.1. Bo BpeMsi 3arpy3Kku anruieTa 0TOOpa3uTCs OKHO C MPEAYNPEKJACHHEM, B KOTOPOM CIIEAyeT
yCTaHOBHTH Tasiouky “I accept the risk...” n Haxarh kHONKY “Run” (3amycTurs).

Do you want to run this application?

Name: applet
Publisher: UNKNOWN

Location: http://76.report krista.ru/application/applet.jar

Running applications by UNKNOWN publishers will be blocked in a future
release because it is potentially unsafe and a security risk.
information at risk. The information provided is unreliable or unknown so it is recommended
not to run this application unless you are familiar with its source
Moare Information
Select the box below, then click Run to start the application

. e e ek S Wank o rn T spplcatan

[Mpumeuanue: Ecnu 310 yciaoBUe HE BBIOIHUTD, AMIUIET HE 3aIyCTHUTHCS, KPOME TOTO MOJKET
3aBUCHYTH Opay3ep.

2.2.  Oxkno “Security Warning” sva Windows 7: Heo0Oxoaumo HaxaTh Ha kHONIKY “Don’t Block™

Moan#ceIBaeMblil [OKYMEHT - )
[ BenonHKTe 30N ] [ 3aKkpeiTe ] [mopua'mposanﬂblimﬂ BKH3YaNbHOrQ NPOCMOTPE w

IMono=auTe, HAET 3arpysya.

Block potentially unsafe components from being run?

Application: applet

Java has discovered application compenents that could indicate a security
concern. Contact the application vendor to ensure that it has not been tampered
with.

Black k
_ _
—

\‘5’ The application contains both signed and unsigned code,
More information

| oTNpaBnReT HekoTOpLIE AanHbie 8 Mozilla, 4ToBst Mbl MOEIN yyuLLIMTE B3y paBoTy & Bpaysep +& nogenuTsC

BU 23 )

Ipumeuanue: Credyem obpamums 6HUMAHUE YO MO OKHO MOJCEM NO KAKOU-1UO0 NpuiuHe
CKpbIMbCAL U3 8UOY, 8 IMOM CyHae psOOM CO 3HAUKOM 3anyWeHHo20 bpay3epa noasumcs sHa4ok Java
Ha KOMOpblll cliedyem HaXcams 4moobl aKMusUpo8ams 3mo npeoynpertcoeHue.



Ecnu npourHopupoBath 3T0 NpeaynpekIeHue uin Haxarb kHonKy Block, anmnery He Oyzaer
paspernieHo B3anuMoiericTBre ¢ cepBepom Web-koHcosmnanuu. Takum o0pa3om, HEBO3MOXKHO
BBIIIOJIHUTE 3arpy3Ky JOKYMEHTA U €T0 MOMAIHUCH.

2.3. Ecnu Bce yci0BHS BBIIOJIHEHBI, HO alIlIeT MO-NPEKHEMY HE 3allyCKaeTCsl MJIM HE TIO3BOJISIET
BBITIOJIHATH ONEPALMH, TO PEKOMEHAYETCS IPOBEPUTH HACTpolku Java. Ilyck -> Ilanens
MHCTpYMEHTOB-> Java -> 3aknaaka Advanced.

OcHOBHbBIE HACTPOMKU CBSA3aHHBIE C PAOOTOCTIOCOOHOCTHIO AIIUIETA JOJKHBI BBITJISIETH

CJIEIYIOLIUM 00pa3oM:

| £:| Java Control Panel 'El = i

- — -

!_Gener_al | Java ! Security [} Advanced |

INLP File/MIME Association [
----- 71 Always allow

------ @ Prompt user

----- =1 MNever allow

=

pplication Installation
------ @ Install if hinted
----- 1 Install if shortout created T
----- i7) Install if hinted and shortout

----- i) Mever install

Secure Execution Environment

-] Allow user to grant permissions to signed content

m

[ OK H Cancel ] Apnl

3. Ommubka “Cepruduxar ¢ cepuilHBIM HOMEPOM ... HE HailieH B XpaHWwiuie”

Chombea -

lfe] Ceptridikat c cepuiiHeim HomMepom 123123124234 dfgdfg He Haligen B xpanunnwe

Pemenne: B Web-koHconmmnanuu cieayeT OTKPHITh cTpanuily “HacTpolku™, yqoCTOBEPHUTHCS 4TO
CepUIHBIIl HOMEp COXpaHEeH MPaBUIbHO, OTCYTCTBYIOT MPOOEIBl U JIUIIHUE CUMBOJIBL.  [Ipumeyanue:
IIpeovioywas eepcus KoHcoauoayuu no380as1d COXPAHAMb HEKOPPEKMHble 3HAUEHUsl, NOIMOMY me
Kmo pecucmpupoganu ceputinviii Homep 0o 08.10.2013 credyem nposepums 5mo 3HayeHue.

[Tocne xoppekTupoBKU HOMEpaA cepTudukaTa, cieayet Haxarh KHONKY CoxpanuThk. [loBTOpUTH
MOMBITKY IMOJIUCAHUS\OTIIPABKU OTYETA U €CJIM JJaHHAasi OIIMOKa COXpaHWIach, 3aKPBITh U CHOBA

OTKpBITh cTpaHully “Hactpoiiku™ ass mpoBEepKU B MPaBUILHOCTHU BBEIEHHOTO 3HAUYEHUS CEPUIHOTO

HOMeEpa.



OmuOka ocTtanack: Y 10CTOBEPUTHCS YTO CEPTU(HUKAT C 3TUM HOMEPOM YCTAHOBJIEH B XPAHUJIUIIIE
cepTu(UKaToB->JINYHbIE.

3.1. Omubka “Fatal Error:....” npu HaxaTH Ha KHONIKY “Bbimonnutes OI17.
y
Pemenue: npoBepbTe 4TO cepuiiHblil HOMEp cepTU(dUKaTa coxpaHeH Ha cTpanulie Hactpoiiku B
[IK "Web-koncomunanus".

4. Ommubka “Beb6 cepBuc He nmoctymeH. javax.xml.ws.soap.SOAPFaultException: At least one security
token in the message could not be validated” wim moxosxee cooOmieHue.

Pemenue: Heo6xoaumo Ha ctpanuie “Hactpoiiku” yOoeaquThbesi B IPaBUIBHOCTU COXPAHEHHBIX
3HAYEHUH JIOTUH U MapoJib. DTU 3HaYEHUS JOJDKHBI COOTBETCTBOBATH JIOTHUHY\[TAPOJIIO /Ui BX0/1a B
cucteMy cbopa oruetHocTH https://yaroslavlstat.ru.



